KOMHCCUU U OCBOOOKJAeT UX OT JOJDKHOCTU IO OCHOBAHHUAM, NPeyCMOTPEHHBIM 3aKOHOM; IO
npeasioxeHulo [lpe3uzieHTa NpUHUMaeT pellleHHe O BO3MOXXKHOCTH HalpaBJ/IeHHsI BOEHHOCJYXa-
IMX, COTPYAHUKOB BOEHU3UPOBAHHBIX OpPraHM3alui, UHBIX JIML, 3a Npefebl Pecny6sivku Bena-
pychb AJis y4acTUs B obecrieueHUH KOJIJIEKTUBHOUM 6e30MacHOCTU U [JlessTeJIbHOCTH 10 NoJJepiKa-
HHUI0 MEX/AYHapoJHOr0 MHUpa M 6e30MacHOCTH; YCTaHaBJIMBaeT roCyJapCTBeHHble MPa3gHUKU U
IpasAHWYHbIe JHU; HarpaxkjaeT [Ipe3nieHTa rocyjapcTBEHHBIMU HarpaZaMy, a TaKkxke Ipejiara-
eT JIML J/I1 HarpaX/leHUs roCyJapCTBEHHBIMM HarpajilaMy; AaeT o6s3aTe/IbHble JJ1s CIIOJTHEHUS
NOpYy4yeHHsI TOCYyJapCTBEHHBIM OpraHaM U J0JDKHOCTHBIM JIMLAM, oJIy4aeT MHGOpPMaLUIo OT rocy-
JlApCTBEHHbBIX OPTraHOB U JJO/DKHOCTHBIX JIML, OCYLLeCTBJIsIeT UHble YCTaHOBJIeHHble KoHCTUTYIMEeH
¥ 3aKOHOM I10JIHOMOYMS, HE0OX0AUMBIe J/Is1 pealu3aliy BO3JIOXKEHHbIX Ha HErO KOHCTUTYLHOH-
HbIX GyHKLMH 1o cTaThe 893 Konctutyuuu Pecniy6ivku besapych.

[To ctaTbe 28 3akoHa o BceGesiopycckoMm HapoJHOM cobpaHuu Becebesopycckoe HapoiHOe
cobpaHHe OCYILIeCTBJIsSIET CBOIO [lesATeJIbHOCTb B popMe 3ace/jaHuil Bcebesropycckoro HapogHoO-
ro cobpanus, 3aceganuil [Ipeauguyma Becebenopycckoro HapoJHOro co6paHusi, UHbIX OPTraHOB
Bcebesniopycckoro Hapo4HOTo cob6paHus, a Takke B Jpyrux ¢opMax B COOTBETCTBUM C 3aKOHOM
U Pernamentom Bcebesiopycckoro HapoZHoro cobpanus. Bonpockl o JIerMTUMHOCTH BbIGOPOB,
o cMmeueHuu llpesugenTta Pecny6sinku benapych ¢ AOKHOCTH, 06 OTMeHe NPAaBOBBIX aKTOB,
MHBIX pellleHUH rocyjapCTBEHHBIX OPraHOB U J0/KHOCTHBIX JIUL, TPOTHBOpeYallluX MHTepecaM
HallMOHaJIbHOW 6e30MacHOCTH, 32 UCK/JIYEeHUEM aKTOB CyZeOHbIX OpraHoB, NpeJBapUTeSbHO
paccMaTpHBaKOTCS Ha 3ace/laHUsIX opraHoB Bcebesiopycckoro HapoJHOro cCO6GpPaHUsl B COOTBET-
cTBUM ¢ PernamenToM Beebenopycckoro HapogHoro cobpanus [3].

3acesanus Bcebesopycckoro HapoZHOro cobpaHusi NPOBOAATCA He MeHee OJHOIO pasa B
roz. Bcebesopycckoe HapoHOe cobpaHHe MOXET GbITh CO3BAHO Ha BHeOUYepeJHOe 3ace/laHue
no uHuiMatuBe [IpesusienTa, [Ipesuuyma Becebesopycckoro HapogHOro co6paHusi, 06erx na-
JlaT HauunoHanbHOro co6paHusi COBMECTHBIM pellleHHeM, a TakKe 110 UHHUIUATHBE He MeHee
150 Thicsa4 rpaxzaaH Pecny6sinku Besnapych, 06J1ajaroux u3bupaTtebHbIM IpaBoM [3].

Cpok nostHOMo4H# Bcebesopycckoro HapoJJHOro CO6GPAHUS COCTABJISIET MATH JIET.

3akiro4yeHue. Bcebesopycckoe HapoJlHOe COOpaHKe — BBICUIMK NpeACTaBUTEJbHBIN Op-
raH HapojosJsacTua Pecny6sivku Besnapych, onpeflefIIIOIUN CTpaTerMueckue HalpaBJieHUs
pa3BUTHs 00IecTBa U TOCYAApCTBa, 00eCHeYMBaOLIMi He3bl6JIEMOCTh KOHCTUTYLLUOHHOIO
CTpOSs1, IPEEMCTBEHHOCTb IIOKOJIEHUN U rpakJaHcKoe corsacue. [I[poBejss BCeCTOPOHHUM aHa-
JIU3 MCI0JIb30BaHHBIX UCTOYHHUKOB CJeslaH BbIBOJ, 4TO Bcebesiopycckoe HapoJHoe cobpaHUe
CTAaHOBUTCSI OJHUM U3 UHCTUTYTOB rOCYapCTBEHHOI0 YIIpaBJeHHU .
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MOIIEHHHUYECTBO B COLMAJIBHBIX CETAX

Kowmaunesa 0.0.,
cmydenmka 4 Kypca BI'Y umenu I1.M. Maweposa, 2. Bumebck, Pecnybauka beaapyco
Hayunbliti pykosodumesns - lllmamkoe H.H., kaHO. opud. HAyk, doyeHm

KutoueBble cyioBa. MollleHHUYECTBO, COIMAJIbHbIE CETH, KOHPHUEHIIMAIBbHOCTb, QerKo-
Bbl€ aKKayHThI.
Keywords. Fraud, social networks, privacy, fake accounts.

CouyanbHble CETU UCMOJb3YIOTCS oBceMecTHO. CBoe pa3BuTUe OHY Hadaau B 2003 roay
Y TIPOJIOJDKAIOT 10 CHX Mop. [layTHHA ceTH pacTeT U B Hee IMOMaJal0T BCe GOJIbIIe JIIOAEH /s
CaMbIX MPOCTHIX CIOCOG0B KOMMYHHUKAIIUH, Pa3BUTHUSI OU3HeCa, HO 3HAaeM JIM Mbl KaK 3alliuiia-
I0TCS colpaJibHble ceTu? JloCTaTOYHO JIM aHOHMMHBI HAalllM COOGIIeHUs Wau QoTorpaduu,
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KOTOpble Mbl OTIIpaBJisieM exeJHeBHO. K KOMy 06paTUThCs, ec/id Hally MHPOpMaL U0 U3 COLLU-
JIbHBIX CeTeH UCNOJIb3YI0T NPOTUB Hac? Kak 3aliuTUTE CBOM NpaBa?

B faHHOM HayYHOU cTaTbhe Mbl PAaCCMOTPHM CIOCOObI MOIIEHHUYECTBa B COLUA/IbHBIX Ce-
TSIX, @ TAKXKe MeTO/bl pellleHUsl paclpocTpaHeHUs JaHHOU Npo6JieMbl.

Llesb uccnefoBaHus — YCTAHOBUTb METO/bI pellleHHs] PacnipoCTpaHeHUsl TaKoW MpobJie-
MBI KaK MOIIEHHUYECTBO B COLIUAIbHBIX CETHX.

Martepuan u MeToAbl. B ocHOBe MaTepuasa [/l MCCle[0BaHNSA GbLIM MCIOJIb30BaHbI
HOpMBI YT0JIOBHOTO KoZiekca Pecniy6inku Besapych 1 kojekca 06 AIMUHUCTPATUBHBIX IPaBoO-
HapylIeHHUsIX.

MeTozaMu ucclef0BaHUs ABJAKTCA MeTOJbl aHa/lN3a, CUHTE3a, a TakKe CpPaBHUTEJIb-
HbIM METOJI.

PesyabTaThl M UX 06CyKaeHuUe. [lJis1 pacCMOTpPeHUsI BONIpOca MOLIEHHUYeCTBa BO3bMeM
ctatuctuky MB/l 3a 2023 rog. Tam ckasaHo, 4yTo Ha MoMeHT 23.04.2023 6bLJI0 BBISIBJIEHO
700 paKTOB MOIIEHHHUYECTBA B COI[MAJIbHBIX ceTsax. [lo uToram nepeoro nosyroaus 2023 roaa
3aperucTpUpoBaH POCT KOJIMYECTBA COBepPIIEHHbIX MOIIEHHUYecTB Ha 29,1%, a 3TO 3HAYHUT,
YTO MpobJieMa MOLIeHHUYECTBA HAaGUpaeT CBOU 00OPOTHI U 3aTparuBaeT UHTePEChl BCe 6OJIb-
11ero yucsaa 6eJ10pyCCKUX TPaKAaH.

Heo6xo11MO0 NOHATB, KJaccuUKaALMI0 MOILIEHHUYECTBA B COLMA/IbHBIX CETSX, YTOObI yKe
OTTaJIKMBAsIChb OT Hero cGOpMUPOBATb MeXaHU3M GOPbHOBI C MOLIEHHUYECTBOM. JlelicTByoLIME
Ha JJaHHbI MOMEHT HOPMBbI O MOLIEHHUYECTBE He MOTYT B JIO/LDKHOM CTeleHW 0XBaTUTh Hpe-
CTYIJIEHUS], COBeplIaeMble B COLIMAJIbHBIX CETAX, TAK KaK Ha3BaTb KOHTEHT, CoJepXKallui Te
WM VHble JJaHHble, KOMIIbIOTEepPHOW MHpOpMaLuell MOXKHO JIMIIBb yCJ0BHO. ColMaibHble CETH
1o 60Jiblliell cTeneHu cofep>kUT poTorpaduy, nepenrucky, KOMMeHTapuH, BUJE0, CChIJIKU U BCEé
3TO cocTaBJisieT KOHTeHT. OZHON U3 OCHOBHBIX MPUYMH MOIIEHHUYECTBA B COLUAIbHBIX CETSX
ABJIIETCS OTCYTCTBHE KOHTPOJISA CO CTOPOHBI COLMA/IbHBIX ceTell. MHOrMe colpajibHble CETH He
HMMEIOT J0CTATOYHbIX MEXaHU3MOB JJIsl IPOBEPKU U yAaseHUs1 GpelKOBbIX aKKayHTOB U APYTrUX
BU/IOB MOILIEHHUYECTBaA.

BoieninM cieayouiye BUAbI KiaaccHPUKalUs MOIIEHHUYeCTBa B COLMA/IbHBIX CeTSX:
1) MouieHHUYeCcTBO MO/, APYTUM HUMeHeM (3/[,eCh MOILIEHHUK MOXeT BblOpaThb cebe Jitoboe u3-
BECTHOE UM U CO3/aTh AKKAYHT «3HAMEHUTOCTHU», UMesI TeM CaMbIM BO3MOXKHOCTb BbIMaHHUBa-
HUA JileHer OT JiMLa Jpyroro 4yesoBeka; 2) Mcrnosib30BaHMe aKTya/lbHbIX 00'bSIBJEHUHN (HaNpu-
Mep O Ipojaxe WJM NOKYINKe KaKoH-Iub0 Bellly, MOLIeHHUK TpebyeT cHayajJa OTHPaBUTH
JleHbI'H, 4T0Obl B OTBET OTNPaBUTb BaM Belllb, HO NpPH IOJIyYeHUU JeHer, COOTBETCTBEHHO,
6oJiblile HE BBIXOJWT Ha CBSA3b yJaJIsAsi CBOM aKKAyHThI B COLMa/bHBIX ceTsx); 3) MolieHHuYe-
CTBO 4Yepe3 calThl 3HAKOMCTB, KOr/Jla MOILEHHUK COJIMKAsCh MO MepenucKe BbIMAaHUBAET BcCe
cpeAcTBa; 4) MolleHHUYeCTBO Yepe3 «I10KePTBOBAHUA», KOI'Za Bbl BUAUTE 0ObSBJIEHUS O TOM,
YTO KTO-TO TshKeJsio 60oJieeT U eMy HY:KHbl CpeJACTBa Ha JjekapcTBa; 5) Co3gaHue PperKoBbIX
onpocHUKOB. Co3/aéTcst GpelKOBBINA aKKayHT U3BECTHOM JIMYHOCTH, IKOOBI HIPOBOJUT ONPOC OT
MMEeHU UMEHHUTON KOMINAHUH, C MPU30BbIM GOHIOM JJs obeAUTeNeH, a AJIs1 MOJIyIeHUs yCTa-
HaBJIMBAET JeHEeXXHbIH IJIaTEX.

[TocneacTBUS MOILIEHHUYECTBA B COLMAJIbHBIX CETSX MOLYT ObITh cepbe3HbIMU. [10J1b30-
BaTeJIM MOTYT NMOTEPSITh CBOU J€HbI'H, JUUHbIEe JaHHbIe U KOHQUEeHIIMaJbHYI0 HHOPMALIHIO.
Kpome Toro, MolIeHHUYECTBO B COLMA/IbHbBIX CETSAX MOXKeT NPUBECTU K PAaCIPOCTPaHEHHUIO BU-
PYCOB U APYTUX BPeJOHOCHBIX IPOrpaMM.

Hopwmel yrosoBHoro kozekca (ct. 209, ri1. 31) u kozekca 06 a[]MUHUCTPATUBHBIX NPABO-
HapyueHusx (ct. 11.1), Ha MO B3TrJs/], HEJLOCTATOUYHO MUPOKO OXBATHIBAIOT OBICTPOPA3BUBA-
I01Mecs CoLMabHble CeTU U BUAbI MolleHHUYecTBa B HUX. Ha MmomeHT 2023 roga B besnapycu
Jl0 CUX IIOp He paTUPULHUPOBAH TaKoH JOKyMeHT kak KonBeHuusa CoBeTa EBpomnbl 0 kubepmpe-
CTYIHOCTH, KOTOpasi BKJIKOYaeT B ce6s HOPMbI, MTOJHOCTBIO OXBaThIBalolLlue BClo chepy mpo-
6/71eM B CETH MHTEpPHeT. B JaHHBIA MOMEHT K yperyJUpOBaHHI0 BOIMPOCOB MOLIEHHHUYECTBA
NPHUMEHSAIOTCSA HOPMbI KOJIEKCOB, OepylUX CBOe CyLeCTBOBAaHUSA BO BpeMeHa, KOra JaHHbIN
BUJ, IPeCTYIlJIEHUHU HayaJl TOJbKO PerucTpUpoBaThCs. YroyoBHbIM Kojekc 1999 ropa copep-
»KAT COCTaBbl KOMIIBIOTEPHBIX MPECTYIJIEHUH, KOTOpbIe IBHO yCTapeau U NPUMEHSIOTCS Head-
¢dexTuBHO. [ 3ddeKTUBHON peasM3alluiyd TroCyJapCcTBEHHOW MHPOPMALMOHHON MOJUTUKU
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Pecny6siniku Besapych B 06J1aCTH NPOTHUBOJAEUCTBHS KOMIIbIOTEPHBIM MPECTYIJIEHUSIM, a TAKXKe
rocyapCTBEHHO-NIPABOBOM OXpaHbl MHGOPMAIMOHHBIX OTHOIIEHHM, B TOM YHCJE yTroJIOBHO-
NpaBOBBIMH CpPeACTBaMH, TpebyeTcs: GOPMUPOBAHUE €JUHOTO MOJAX0/[a K TOHUMAHHUIO CYIIHO-
CTU KOMIIbIOTEPHbBIX MPECTYIJIEHUN U UX KJacCUPUKAI[UH.

Jlns penieHust Tpo6JieMbl MOIIEHHUYECTBA B COLIMA/ILHBIX CETSAX HEOOXOJAMMO BHECEHUE
HM3MeHEeHUH B 3aKOHOJATEbCTBO, KOTOPhIE 6bl PErYJIUPOBAJIN [IeSITEJbHOCTb COLUAIbHBIX Ce-
Ted U obecrnevyrBasIy 3alUTy PaB U UHTEPECOB MoIb30BaTesed. Huke nprBeieHbl HECKOJIBKO
npea0KeHUN M0 U3MEHEHHI0 3aKOHO/]aTeIbCTRA:

1. Heo6xoayMo NpUHATH 3aKOH «0 BUPTya/ibHOW peajibHOCTH», YXKe celyac Mbl MOXKeM
Ha6JIIJATh KaK OBICTPO pa3BHUBAETCS OHJIAMH cpeja U Bce chepbl KU3HEAEATENbHOCTH HENO-
CpeJCTBEHHO CBS3aHbI C HEN.

2. Peructpanusa conuanbHbix ceTei. Heo6xo1uMo, Ha MO B3rJIsi/l, BBECTU PETUCTPAIUI0
COLIMAJIbHBIX CeTel 4yepe3 macrnopTa JiM6o JAaHHbIE, KOTOPble MOXXHO MPOBEPUTh HA MPUHAJ-
JIEXXHOCTD K JJAHHOMY I0Jib30BaTeJt0. [[po6/ieMa HEKOTOPBIX COLMAJIBHBIX CETEH — 3TO OTCYT-
CTBUe pervcrpauuu. BeesieHue ee M03BOJIUT KOHTPOJIMPOBATD JAesATEJbHOCTb COLMAJbHBIX Ce-
Tel U IPUHUMATb Mepbl IPOTUB HeJlerajJbHbIX MU MOLIEHHUYECKUX JeCTBUH B CETH.

3. YcuneHue OTBETCTBEHHOCTH BJIA/IeJIbIEB COLMATBHBIX ceTel. Byazenblbl coljpalibHbIX
ceTel JO/KHbI HECTU OTBETCTBEHHOCTD 3a [leMCTBUSA MOJIb30BaTeJ/el, KOTOPble HapyUIalT 3a-
KOHOJATeJbCTBO. ITO MOXET ObITh peaM30BaHO Yepe3 yCTaHOBJIeHUe IWTPad OB UK 3aKpbITHE
COLIMAJIbHBIX CETeH, KOTopble He CO6JII0AAI0T 3aKOHOAATENbCTBO.

4. YxxecTroueHue Mep 6e3onacHocTH. ColpabHble CETH JOKHBI 06€CeuuBaTh BbICOKUHI
ypPOBEHb 0€30MaCHOCTU AJifl NMO0JIb30BaTeield. ITO MOXKET ObITh JOCTUTHYTO Yepe3 yay4ylleHHe
MEeXaHU3MOB IIPOBEPKU U yAasieHus1 GelKOBbIX aKKayHTOB U JAPYTUX BUJI0B MOLIEHHUYECTBa, a
TaKKe 00513aTesibHOE IKPPOBAHUE JIMYHbBIX JJaHHBIX [10J1b30BaTeIeH.

5. O6pasoBaTesibHast pabota. Heo6x0/1MMO NPOBOAUThL 06pa30BaTeJbHYI0 PabOTy cpe-
M ToJIb30BaTeJiell colualbHbIX CeTel, 4TOGbl IOMOYb UM y3HaTh, KaK ybepeubcss OT MO-
HIEHHUYeCTBa.

6. COTpyAHUYECTBO COLMaJbHBIX ceTell U rocyaapcrBa. ColuajibHble CETU U TocyAap-
CTBEHHbIE OpPraHbl JIOJIKHbI COTPYAHUYATD /i1 60PbOBI C MOIIEHHUYECTBOM B COL[UAJIbHBIX Ce-
TSIX. ITO MOXET OBbITh JOCTUTHYTO Yepe3 06MeH HHopManeld 0 MOLUIEHHUYECKUX JeUCTBUSX U
COBMeCTHOe NpoBeJieHue onepanui no 6opbbe ¢ HUMHU. B 11ej10M, U3MeHEHUs1 B 3aKOHO/jaTe lb-
cTBe Pecny6avku Benapych OKHBI 06€CNeYUTh 3alUTy NpaB U MHTEPECOB M0Jib30BaTesael
COLIMaJIbHBIX CeTeH, a TaKKe YJAy4YIIUTh MeXaHU3Mbl 60PbObI C MOLIIEHHUYECTBOM B CETH.

3akio4yeHue. TakuM 06pa3oM, MOIIEHHUYECTBO B COLUAJIbHBIX CETSIX SIBJSIETCS CEPbe3-
HOHW Mpo6JIeMOM, KOTOpasi MOXKeT NPUYMHUTDL 3HAYUTENbHbIN yiep6 Kak M0Jib30BaTessM CO-
[[MaJIbHBIX CETEM, TaK U CAMHUM COLIMAJIbHBIM ceTsIM. bopbba ¢ MOLIIEHHUYECTBOM B COLIMATIbHBIX
ceTsiX TpebyeT COBMECTHBIX YCHUJIUN CO CTOPOHBI COLMAJIbHBIX CeTel, NoJb30BaTeell U rocy-
JlapCTBEHHbBIX OPTAaHOB. 3aKOHO/AaTe/JbHOE PEryJMpOBaHUE MOLIEHHHUYECTBA B COLIUAIbHBIX Ce-
TSX SIBJISIETCS BaXKHBIM UHCTPYMEHTOM 60PBOBI ¢ 3TUM siBjeHHeM. OJHAKO, IOMHUMO 3aKOHO/a-
TeJIbCTBA, HEOOX0AMMAa M aKTHUBHasl JedaTeJbHOCTb MPAaBOOXPAHUTENbHBIX OPTaHOB, a TaKXe
NOBbILIEHHE OCBEJJOMJEHHOCTH U 06pPa30BaHHOCTH I0JIb30BaTesied B chepe 6€30MACHOCTU B
vHTepHeTe. TOJMIBKO TaK MOXXHO JJOCTUYb MaKCUMaJIbHOU 3P PEeKTUBHOCTH B 60pb6E C MOIIeH-
HUYECTBOM B COI[HUAJIbHBIX CETSX.
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